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ABSTRACT

Due to miniaturization of electronic devices and development of IoT(Internet of Things), embedded system have been
used in various field. Meanwhile, there is a potential vulnerability by the insufficient of system’s security. In this paper, we
implement secure boot using TPM to protect the integrity of embedded system environment. The Suggestion considers the
required availability in the embedded system and detects the system’s tampering at secure boot process via TPM. In
addition, we have reinforced the confidentiality through AES encryption of the kernel at secure boot.
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MCU Market History and Forecast
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Fig. 1. Yearly world MCU market size
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Fig. 2. RoT based trust chain architecture
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Table 1. Summary of present secure boot
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Table 2. Specification of target embedded system

Embedded Board Environment
Board Digilent Zedboard
Processor Xilinx Zynq(TM)-7000
RAM DDR3 512MB
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0S Windows 10 / 64-bit
& Ubuntu 16.04
IDE Vivado Design Suite 2017.4
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reading ulmage
3989504 bytes read in 229 ms (16.6 MiB/s)
reading devicetree.dtb
10123 bytes read in 14 ms (706.1 KiB/=)
reading uramdisk.image.gz
5310018 bytes read in 305 ms (16.6 MiB/s)
do_bootm
*0x2080000 genimag get_kernel...
kernel: cmdline image address = 0x02080000
**Secure Routine

> Read sealed Data from NVEAM
> First 32bytes of loaded data
0x01 O0x01 0x00 Ox00 0x00 Ox00 Ox00 Ox2c Ox00 O
0x42 0x03 Oxad Oxc® Oxfe Oxab 0x5d O0x21 0x%0 O
0x01 0x01 0x00 Ox00 0=x00 0=x00 Ox00 O=x2c 0=00 O
> Sealed data Length : 312
> Unseal Loaded Data : 32
0x38 0x38 Ox38 0Ox38 0=x38 O=x38 0O=x38 O=x38 Ox38 0
[Unscaled Eey :
O0x38 0x38 0x38 O0x33 0x38 0x383 0x38 0x38 0x38 O
0x00 O0x00 Ox00 Ox00 0x00 O=x00 Ox00 Ox00 Ox00 O

Fig. 12. Secure boot Initialize routine at first run
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Table 3. Overhead measurement of Secure boot

File Size Exegutign
U-BOOT | BOOT.bin Time
Basic
Boot 3,393 KB| 4,216 KB 4,959 ms
Secure
boot 3,486 KB| 4,634 KB 6,329 ms
1,370 ms
Diff. |+ 73 KB|+ 418 KB| (Unseal data
589ms)
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